Malwarebytes Endpoint Protection Malwarebytes
MIGRATION GUIDE

Migration Instructions -
Malwarebytes for the Cloud

The Discovery and Deployment tool enables the migration of your Malwarebytes Endpoint Security managed
endpoints over to Malwarebytes Endpoint Protection.

The migration process transfers the following items from Malwarebytes Endpoint Security to Malwarebytes
Endpoint Protection:

- Endpoint Security Group definitions - Groups without endpoints are linked to default cloud policies
- Endpoint Security Policy definitions - Only policies used by endpoints are migrated
- Endpoint Security Exclusion definitions

« Endpoint Security Scan Schedule definitions - Only hourly, daily and weekly scan schedules are migrated.
Non-recurring/on restart scans are not migrated - you will need to set these up again.

- Endpoint Agent installation

- Endpoint Protection application installation

Groups and policies

With Endpoint Security, you could assign a policy to an individual endpoint or group. Endpoint Protection only
allows assigning a policy to a group.

During the migration process, the Discovery and Deployment tool does the following for you:
+ Looks at endpoints that were migrated with their assigned groups.
«  Determines the most commonly-used policy for these endpoints.

« Assigns the most commonly-used policy for all affected endpoints.

Be sure to review your policies and groups after migration and fine-tune them as needed.




Download and run the tool

To download the Discovery and Deployment tool, you'll need to login to the Malwarebytes cloud console.

1. Go to cloud.malwarebytes.com.

Enter your user credentials.

2
3. Go to Endpoints > Add Endpoints.
4

Click on the Download button for Download Malwarebytes Discovery and Deployment Tool.
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/& Settings

Endpoint Installers

Windows

(B4-bit) M5l Endpoint Agent Installer ~ & Download

This .msi installation package is lightweight. It includes the 64-bit
Endpoint Agent, but does not include the .NET framework or other
required software,

% Discovery and Deployment Tool

This tool is designed to discover all endpoints on "

your network and to installfuninstall Malwarebytes Download
managed client software.

@ Discovery and Deployment Tool Handbook

Make sure the tool is running on a Windows computer with external internet access and network visibility

to your endpoints.

1. Run the downloaded file, EndpointAgentDeploymentTool.exe.

2. The User Account Control screen displays. Click Yes.

@ User Account Control -

Do you want to allow the following program to make

changes to this computer?

” Program name:  Endpoint Agent Deployment Tool
Verified publisher: Malwarebytes Corporation

File origin:

(%) Show details

Downloaded from the Internet

q| ves || Mo

Change when these netificaticns appear

Malwarebytes
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3. The Malwarebytes Software License Agreement displays. Click | Agree.

License Agreement .

Malwarebytes Software License Agreement ~

PLEASE READ THE FOLLOWING TERMS AND CONDITIONS CAREFULLY BEFORE DOWNLOADING,
INSTALLING OR USING THE MALWAREBYTES SOFTWARE THAT ACCOMPANIES THIS SOFTWARE
LICENSE AGREEMENT, THE “SOFTWARE-AS-A-SERVICE™ DELIVERY SERVICES ("SAAS SERVICES™)
THAT MAY BE USED TO PROVIDE ACCESS TO SUCH SOFTWARE, OR ANY ACCOMPANYING
DOCUMENTATION (COLLECTIVELY, THE "SOFTWARE").

THE TERMS AND CONDITIONS OF THIS SOFTWARE LICENSE AGREEMENT AND THE
MALWAREBYTES ORDERING DOCUMENT YOU EXECUTED OR AGREED TO, AND (WHERE
APPLICABLE) ANY MALWAREBYTES LICENSE KEY INFORMATION, IN EACH CASE GOVERNING
YOUR LICENSE TO THE SOFTWARE (COLLECTIVELY, THE "PURCHASE RECEIPT") (THIS SOFTWARE
LICENSE AGREEMENT AND THE PURCHASE RECEIPT COLLECTIVELY, THIS "AGREEMENT") ARE AN
AGREEMENT BETWEEN YOU AND MALWAREBYTES INC. ("MALWAREBYTES") AND GOVERN USE
OF THE SOFTWARE UNLESS YOU AND MALWAREBYTES HAVE EXECUTED A SEPARATE WRITTEN
AGREEMENT GOVERNING USE OF THE SOFTWARE.

"MALWAREBYTES" MEANS: (a) IF YOU ACQUIRED THE SOFTWARE IN THE UNITED STATES OR
CANADA, MALWAREBYTES INC., A DELAWARE CORPORATION; AND (B) IF YOU ACQUIRED THE
SOFTWARE IN ANY OTHER COUNTRY, MALWAREBYTES LIMITED, A COMPANY INCORPORATED IN
IRELAND. v

q“ﬂxgree' I Disagree'

4. Enter your Malwarebytes Cloud user credentials.

™ Malwarebytes Discovery and Deployment - m} x

Malwarebytes

Malwarebytes Cloud Platform account

Email Address

user@email.com

Password

SE— ‘

Forgot Password?

Proxy Settings
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5. Optional: Configure proxy settings.

+ Click the Proxy Settings link.
+ Check Use Proxy.

« Enter your proxy information and click OK.

™ Malwarebytes Discovery and Deployment = ] X
Use proxy

Proxy Server Address
Note: Any proxy

Proxy Port specifications
entered here are

Username propag.ated to
endpoints deployed
by the tool.

Password

Bypass Proxy on Local Intranet Connections

Cancel

Back

You're now logged into the Discovery and Deployment tool!

™ Malwarebytes Discovery and Deployment - m] *

M Home  Endpoints Tasks About Welcome, mhawkins

Malwarebyteks Discovery & Deployment tool setup

Identify your Acflve Directory structure and install/uninstall Malwarebytes,

A+ <

Active Directory Deploy Malwarebytes
Start here to import your Active Install or uninstall Malwarebytes
Directory structure. agent on your endpoints.

Import Active Directory Find endpoints

Migrate to Cloud
Have an on-premises solution? Move Malwarebytes Management Console to the
cloud platform.
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6. Click on Migrate to Cloud.

Migrate to Choud

Have an on=premises solution? Move Mabsanebytes Management Console 1o the
cloud platform.

7. Enter the following information:

- Server Name - the name of your server. The default SQL Express
database name is pre-filled. If your hostname is different, change it here.

- Authentication - Choose the type of authentication used to connect to
your database. If SQL Server authentication is used, you need to supply
a username and password.

M Home  Endpoints Tasks  About Welcome, Alex MR Prod

Start Migration
Connect to your SQL server to start the migration.

Server Name

Asglexpress

Authentication
® | Use Windows authentication
Use SQL Server authentication
Enter your SQL Server credentials

Username Password

Database

et =

8. Click Test Connection to verify you can connect to the database. If you
have multiple database instances on the specified hostname, choose the
correct instance from the list provided.

9. Click Next.
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10. Check the groups you want to migrate from Endpoint Security over to
Endpoint Protection.

™ Malwarebytes Discovery and Deployment

M Home Endpoints Tasks About

Welcome, Alex MR Prod

Import endpoint groups

Select endpoint groups to import to your Malwarebytes Cloud Platform. The settings associated with the selected groups will also be
imported.

Ungrouped Clients
=] MBMC native groupl
=] new-subgroup
=] subgroup-t2
= teegroup?2
(2 Endpoints)
MBMC native group12
Test new groupsss (mbmc)
My test222 (mbmc)

my.domain.local (Domain level group will be ignored)

[ Next > II Cancel ]

11. Click Next. The migration progress is displayed on the screen, and a
migration report displays after selected groups have been migrated.

12. Click Next to view the migration report that shows your policy migration
results. Exclusions that have been migrated to the cloud will also be
displayed.

13. Verify the migrated settings and click Next. Migrated scan schedules are
now displayed. The migration phase is complete.

14. Log in to the Malwarebytes Cloud Console and check the results of the
migration.

Malwarebytes
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15. Click Next to start the agent deployment.

™ Malwarebytes Discovery and Deployment

” Home  Endpoints c Welcome. Alex MR Prod

Deploy Endpoints
Select endpoint to install/uninstall Malwarebytes Cloud endpoint agent software.

All

Host Name Group IP Address Domain 0s Status Installed Last Seen
ALEX-WIN10XE4-2 tesgroupz  192.168.44.210 Onling ?
Testclient2 teegroup?  192.168.44.132 Offline i

Endpoints : 2
Deploy  Uninstall

16. Check endpoints and click Deploy. Enter the admin username
and password as required.

17. Once deployment is under way, use the Tasks tab to monitor
deployment progress.

0 Mabmarebotes Drcovery and Degicyment

& Rurinis Cancel Cuewed
Completed Hedt Mams P Addineis Statud Lisgs
MEMC-Parent-DC-2012MEBM...  192.168.135.185 o Suoeds
DESKTOP-SODNAMEMC Local feBlcocTBe Tocica Runaing
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The Tasks tab is divided into two sections. The left side of the Tasks screen
shows a quick status of the install/uninstall activity. Click a category to expand
it for additional information.

The right side of the Tasks screen shows each Host Name, IP Address, Status,
and a link to the current logs.

Status values:
+  Running - Installation is currently being performed.

+ Success - Installation has successfully completed.

« Failure - Installation failed. Click View Log to see the reason for the failure.

+ Queued - Endpoints are waiting for sufficient resources to become
available to run the install process.

To eliminate redundant software, the endpoint deployment process uninstalls
any Malwarebytes products that are no longer needed with Endpoint
Protection.

It removes the following applications from each endpoint:

+ Managed Malwarebytes Endpoint Security client
+ Unmanaged Malwarebytes Anti-Malware
+ Unmanaged Malwarebytes Anti-Exploit

+ Unmanaged Malwarebytes Anti-Ransomware

Congratulations! You are now migrated to Malwarebytes Endpoint Protection!

Tip: If the endpoint
agent fails to install,
verify all Malwarebytes
unmanaged or
consumer products
are removed from the
endpoint.

Note: If you haven't
created any policies or
groups in Malwarebytes
Endpoint Security, don't
worry. You can easily
install Malwarebytes
Endpoint Protection

by following the
instructions in our
handy Get Started
video.

M ‘ ;] malwarebytes.com/business @ corporate-sales@malwarebytes.com

R, 1.800.520.2796

Malwarebytes is a cybersecurity company that millions worldwide trust. Malwarebytes proactively protects people and businesses against malicious
threats, including ransomware, that traditional antivirus solutions miss. The company’s flagship product uses signature-less technologies to detect
and stop a cyberattack before damage occurs. Learn more at www.malwarebytes.com.
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