
WALLIX Trustelem
Identity and Access Management - IDaaS
A service platform to unify, secure 
and simplify user access to their applications.

BLOCK ATTACKS 
AND PROTECT STRATEGIC ASSETS

Reduce the attack surface by
strengthening identity and access
security (Phishing, Social
Engineering, etc.)
Centralized implementation 
of access control policies 
on user groups
Compliance with 
security regulations
...........................................................
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INCREASE THE EFFICIENCY 
OF IT TEAMS

Simplified management and
automatic access to applications 
or third parties (authentication
workflows)
Cost optimization by reducing
human intervention and associated
risk of errors
...........................................................
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IMPROVE USER EXPERIENCE

Easier connection to applications
through a custom dashboard
Secure reset in case of password
loss on a self-service portal
Appropriate and secure
authentication according to usage
and the type of application used
...........................................................
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“ WALLIX Trustelem facilitates centralized 

authentication on a large number of applications, and

offers efficient administrative tools completely integrated

into our IT system. WALLIX supported us with

commitment and competence.”

Thierry Fau / CISO & Internal IT architect 
at ALMAVIA



Rely on a trusted partner
Keep control over your identities and data! The WALLIX
Trustelem platform is hosted and operated by a trusted
European cloud provider. Your data sovereignty and security
are essential to ensure quality of service and to protect your
company’s assets.

WALLIX TRUSTELEM
TECHNICAL CHARACTERISTICS:

Single sign-on (SSO): 
Centralized authentication service for federated
applications
Silent Authentification: Kerberos 
Authentication methods:

• Password (Active Directory, LDAP, WALLIX
Trustelem)
• Integrated Windows authentication
• X509 authentication 

Multi-factor authentication methods (MFA): 
• WALLIX Trustelem Authenticator (mobile
applications with alert)
• OTP by Text Message
• Security Key FIDO

Federation protocols:
• SAML, OpenID Connect, OAuth2.0

Identity sources:
• Active Directory, LDAP, Azure AD,
G Suite Directory

Self-service portal for users:
• MFA authentication method recording
• Password reset in Self-Service (SSPR) 
for Active Directory

Pre-integrated applications / Adaptation to different
environments:

• Office 365, G Suite, Salesforce, Dropbox,
Wordpress… compatible with all market
standards applications
• Simplified integration with application
environments

Traceability: 
• complete logging and and auditability 
of access and authorizations

Extension: 
• APIs and scripts publication to connect 
the platform to client environments
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About WALLIX
WALLIX solutions protect against cyber threats, theft and data
leaks linked to stolen credentials and misappropriated
privileges. They are distributed by a network of more than 170
resellers and integrators worldwide. Listed on Euronext,
WALLIX supports more than 1,000 organizations in securing
their digital future.

www.wallix.com


